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Introduction
In today’s interconnected world, the electricity 
sector stands as a cornerstone of societal 
functioning, powering industries, homes and 
critical infrastructure. As power systems go 
through rapid digital transformation, the critical link 
between cybersecurity and the energy landscape 
becomes increasingly evident. The need for global 
interoperability in cyber regulations in the electricity 
sector has become paramount.

The evolution of technology has significantly 
reshaped the electricity industry, ushering in 
smarter grids, integration of renewable energy 
and improved operational efficiencies. However, 
this evolution presents a new set of challenges, 
particularly in safeguarding these intricate 
systems from cyber threats. The increasing 
interdependencies among power systems 
across borders and the growing sophistication 
of cyberattacks underscore the importance of a 
harmonized, global approach to cybersecurity 
regulations in the electricity sector.

This position paper from the Systems of Cyber 
Resilience: Electricity (SCRE) initiative aims 
to consolidate a cohesive stance from the 
electricity sector on cybersecurity. It advocates 
for interoperability among nations to cultivate a 
cybersecure, resilient and standardized approach 
around the world. By scrutinizing the current 
landscape of cyber regulations, the paper 
endeavours to tackle existing gaps and complexities 
while proposing collective positions to standardize 
cybersecurity practices across diverse regulatory 
environments. Its objective is to champion 
international cooperation, mutual understanding 
and the adoption of common standards to fortify 
the electricity sector against emerging cyber threats 
while encouraging innovation and growth.

Ultimately, this position paper strives to contribute 
to the ongoing discourse on harmonization of 
regulations to nurture a secure, interoperable and 
resilient global electricity ecosystem, ensuring a 
reliable and safe energy supply for the world’s 
population in an increasingly digitalized world.
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It is a great opportunity to create a collaborative environment, 
focused on increasing global cyber resilience, based on 
the sharing of information, on the development of common 
initiatives, on the definition of principles and the alignment 
around them by the main actors of our industry.

Jesús Sánchez, Head of Global Cybersecurity, Naturgy

Since 2018, the World Economic Forum’s Systems 
of Cyber Resilience: Electricity (SCRE) initiative 
has brought together representatives of over 
60 electricity utilities, energy service providers, 
regulatory bodies and other pertinent organizations 
worldwide. Their efforts aim to achieve cooperation 

and fortify a cyber resilient electricity ecosystem. 
The SCRE stands out as the only global public-
private partnership tailored for the electricity 
industry, where cybersecurity experts collaborate to 
enhance resilience across the electricity ecosystem.

In September 2022, the SCRE community had 
identified global regulatory interoperability in the 
electricity sector as one of its key focus areas, and 
had set up the Global Regulations working group 
towards this end. 

The working group addresses the intricate global 
regulatory challenges prevalent throughout the 

electricity sector, marked by fragmentation, 
inconsistency and sporadic conflicts. These 
regulatory barriers impede the attainment of 
global interoperability, resulting in increased costs, 
inefficiencies and missed opportunities. Resources 
are diverted to resolve regulatory issues rather than 
improving cybersecurity postures specific to the 
sector and its various organizations.

The Systems of Cyber Resilience: Electricity Initiative

The Global Regulations Working Group
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Current state of affairs1

Regulators and government agencies responsible 
for establishing cybersecurity requirements in 
various industries worldwide often adopt different 
approaches to tackle similar cybersecurity 
challenges due to the lack of a global consensus. 
This results in complex, industry-agnostic, 
fragmented, inconsistent and occasionally 
conflicting sets of regulations. These regulations 
not only lack mutual interoperability but actively 
hinder it. The dynamic nature of cybersecurity 
threats further compounds the problem as 
regulators frequently tighten regulations in 
response. This forces organizations to allocate 
their limited resources towards compliance 
rather than concentrating on bolstering their 
cybersecurity defences. 

Achieving regulatory interoperability may present 
challenges. Differences in cybersecurity standards, 
legal systems and national priorities among various 
jurisdictions can lead to conflicts and inconsistencies, 
making it difficult to establish and maintain 
interoperability over time. One notable challenge is 
the issue of data privacy laws, as different countries 
have unique data protection regulations tailored to 
their cultural, economic and political landscapes. 

A similar challenge arises in incident reporting laws. 
For instance, some countries mandate the reporting 
of all data breaches, regardless of their severity, 
while others have thresholds for reporting based 
on the number of affected individuals or the level 
of harm. These differences can create difficulties 
in incident response and information sharing, 
particularly in cases where a breach spans multiple 
jurisdictions. Creating synergy among these diverse 
regulations is a complex and intricate process, 
especially given the rapid pace of digital innovation. 
This dynamic environment necessitates constant 
updates and revisions to ensure the regulations 
remain relevant and effective.

Moreover, there is a pressing concern to 
ensure that regulatory interoperability does not 
compromise national security. Nations must 
strike a balance between the need for a collective 
cybersecurity front and the need to protect their 
individual interests and security.

Despite the obstacles, solutions can be found. 
Initiatives such as working groups, international 
forums and collaborative agreements can play a 
pivotal role in promoting dialogue and establishing 
robust systems to monitor, evaluate and update 
regulatory frameworks. These mechanisms not 
only contribute to a more secure and resilient digital 
landscape but also foster innovation and growth.

Many regulators and government agencies 
have begun to recognize the need for regulatory 
harmonization and multiple efforts have been put 
into practice, such as the European Commission’s 
Cyber Resilience Act (CRA) and the White House 
Office of the National Cyber Director (ONCD)’s 
request for information (RFI) on cybersecurity 
regulatory harmonization.

Simultaneously, several international dialogues are 
going on between states, such as the EU-US Cyber 
Dialogue, US-Japan Cyber Dialogue and France-
United Kingdom Cyber Dialogue, in addition to 
regulatory reciprocity schemes such as the EU-US 
Data Privacy Framework, Singapore Cybersecurity 
Labelling Scheme and APEC Cross-Border Privacy 
Rules (CBPR) system.

While these efforts are in the right direction, they 
are far from achieving global interoperability and 
much work remains to be done by both the public 
and private sectors to build a more cyber resilient 
electricity ecosystem.
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Importance of 
global regulatory 
interoperability
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Aligning cybersecurity regulations globally ensures 
uniform cybersecurity practices, enabling companies 
operating across multiple regions to adhere to 
consistent standards. Harmonization reduces 
complexity and confusion, simplifying compliance 
efforts. Moreover, interoperability fosters enhanced 
collaboration and information sharing among various 
entities globally, facilitating joint efforts to combat 
cyber threats and exchange best practices.

A unified approach to cybersecurity regulations 
allows for a comprehensive understanding and 
management of risks, transcending different regions 
in the electricity industry. Standardizing regulations 
minimizes the complexity and costs of compliance 
for global corporations, eliminating the need to 
navigate a multitude of divergent regulations.

Global interoperability also leads to more robust 
defence mechanisms against cyber threats by 
enabling standardized cybersecurity practices, 

bolstering overall cyber resilience. A harmonized 
regulatory landscape fosters a fair playing field, 
encouraging innovation and the development of 
new cybersecurity technologies, free from varying 
compliance requirements.

In a cyber incident with global implications, uniform 
regulations enable a coordinated and efficient 
response across multiple jurisdictions, significantly 
mitigating the impact of such incidents. Given 
the global spread of supply chains, being able to 
rely on shared prevention, mitigation, information 
sharing and incident response practices will lead 
to a more sustainable, cyber resilient ecosystem 
worldwide. Ultimately, regulatory interoperability 
for cybersecurity around the world is imperative 
to foster a more secure digital and physical 
environment. It can align standards, promote 
collaboration, reduce costs and effectively manage 
and respond to cyber threats worldwide.
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10 key themes for 
global regulatory 
interoperability
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After analysing multiple regulations, the community has identified 10 key global regulatory themes for 
regulators to consider.

Key themes for facilitating global interoperability of cyber regulationsF I G U R E  1

10 key themes 
for facilitating global 

interoperability 
of cyber regulations

Third-party risk 
management

Risk assessment 
and management

Information 
sharing 

Incident response 
and reporting

Adoption of existing 
international standards

Vulnerability disclosure 
and management

Data protection 
and privacy

Internal policies and 
procedures for 
cybersecurity hygiene

Penetration testing

Compliance 
and enforcement

Source: SCRE Global Regulations working group. 

Facilitating Global Interoperability of Cyber Regulations in the Electricity Sector 6



Community position 
on the key themes
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The SCRE Global Regulations working group has 
adopted the following positions on the 10 key 
global regulatory themes:

1.	 Compliance and enforcement: Global 
commitment to prioritize cybersecurity best 
practices over compliance. This implies a shift 
in mindset. Instead of merely meeting regulatory 
requirements, the focus is on prioritizing 
cybersecurity measures and protocols, sometimes 
beyond what is mandated. This approach 
emphasizes a proactive stance in ensuring a high 
level of cybersecurity rather than just checking the 
boxes to comply with regulations.

2.	 Data protection and privacy: Global 
commitment to support data protection and 
privacy regulations such as the General Data 
Protection Regulation (GDPR) of the European 
Union (EU). This commitment indicates a 
recognition of the importance of safeguarding 
sensitive information. Its ambit includes data 
privacy, ensuring the confidentiality, integrity 
and availability of data while aligning with the 
principles of privacy by design and default.

3.	 Information sharing: Global commitment to 
create and use a common information-sharing 
protocol and taxonomy worldwide, and to 
support the respective electricity information 
sharing and analysis centres (ISACs). 
Establishing a common information-sharing 
protocol and taxonomy globally is vital. It allows 
for consistent communication and collaboration 
among various stakeholders in the electricity 
sector, enhancing the ability to promptly identify 
and respond to threats. This commitment 
extends to supporting ISACs.

4.	 Incident response and reporting: Global 
commitment to adopt a common and efficient 
international incident reporting taxonomy and 
requirements. This commitment would ensure a 
standardized approach to reporting cybersecurity 
incidents. Such a taxonomy facilitates a better 
and shared understanding of the nature and 
impact of incidents, enabling a coordinated and 
timely response both within and across borders.

5.	 Cybersecurity hygiene internal policies and 
procedures: Global commitment to establish 
basic cyber hygiene principles specific to the 
electricity sector. This commitment would 
provide for a foundational level of security 
across all operations, reducing vulnerabilities, 
enhancing overall resilience and promoting a 
cybersecurity culture.

6.	 Penetration testing: Global commitment 
to regular internal penetration testing, which 
includes operational technology (OT) penetration 
testing. This allows for identifying and 
addressing potential weaknesses in systems 
and infrastructure, fortifying defences against 
cyber threats.

7.	 Vulnerability disclosure and management: 
Global commitment to sectorial vulnerability 
disclosure among closed groups of sector-
specific, pre-authorized entities. This would 
foster a secure environment for information 
sharing within closed groups, allowing for 
proactive resolution of vulnerabilities without 
risking widespread exposure.

8.	 Risk assessment and management: Global 
commitment to applying risk assessment 
methodology consistently across information 
technology and operational technology 
environments. Applying consistent risk 
assessment methodology across IT and 
OT environments ensures a comprehensive 
understanding of potential risks, allowing for 
better-informed and timely decision-making 
regarding cybersecurity matters.

9.	 Third-party risk management: Global 
commitment that every organization in the 
supply chain must consider and be responsible 
for the cybersecurity of its scope of work. 
This would ensure a comprehensive approach 
to managing and mitigating risks associated 
with third-party involvement, securing and 
embracing ecosystem-wide resilience in the 
electricity sector.

10.	Adoption of existing international standards 
versus creation of unique, national (or 
regional) standards: Global commitment 
to adoption of mature existing international 
standards such as ISO 27001 and the ISA/IEC 
62443 series. Adopting existing international 
standards rather than creating unique regional 
standards would ensure a more universally 
accepted and harmonized approach to 
cybersecurity practices, leveraging established 
best practices. These standards should be 
updated when needed to allow for a harmonized 
approach to global regulations instead of 
frequent changes trying to account for evolving 
technologies and threats.
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Conclusion

These collective commitments help regulators 
and other stakeholders in the electricity sector to 
share a common vision and understand what the 
electricity sector deems as important to be cyber 
resilient. Together, they embody the direction that 
the global community is heading towards.

Achieving global interoperability of cybersecurity 
regulations in the electricity sector demands a 
significant shift in approach. This transformation 
involves prioritizing security measures over 
mere regulatory compliance, taking a proactive 
stance to bolster cybersecurity standards and 
ensuring a higher level of protection. It requires the 
establishment of consistent risk evaluations, uniform 
standards and shared responsibility throughout 
the supply chain to strengthen the cybersecurity 
structure of the sector.

Additionally, the adoption of international standards 
and the promotion of secure information-sharing 
environments play a critical role. These actions 
encourage collaboration, innovation and effective 
strategies for responding to incidents worldwide. 
Support for standardized data protection laws, 
such as GDPR, highlights the commitment to 
safeguarding sensitive information and ensuring its 
integrity and confidentiality. 

Ultimately, the journey towards a more secure and 
robust electricity sector involves aligning regulations, 
fostering collaboration and streamlining endeavours 
across diverse jurisdictions. This collective 
endeavour not only mitigates cyber threats but also 
promotes innovation and coordinated response 
mechanisms, thus establishing a resilient and 
unified global cybersecurity approach within the 
electricity industry.
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