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4 Cyber Resilience in the Electricity Ecosystem

From its inception, the electricity industry has been thorough in
addressing security risks in order to protect critical infrastructure
and ensure continuity and quality of power supply. Companies have
invested in resilient grid design and implemented incident and crisis
management procedures and business continuity plans to face
physical attacks and weather events, such as large storms. But
with increased automation and digitization, electricity companies are
exposed to new cybersecurity risks that are testing the resilience of
the power infrastructure. In this new context, business leaders and
regulators struggle to identify the best countermeasures to mitigate
these risks and must embrace a collaborative and risk-informed
approach to adapt and ensure a resilient ecosystem.

To reflect on the unique challenges that the electricity industry is
facing in properly understanding and addressing cybersecurity
risks, spanning both the information technology (IT) and operational
technology (OT) environments, the World Economic Forum has
brought together a group of more than 50 senior executives

from utilities, technology manufacturers, government entities and
academic institutions with the goal of enhancing cyber resilience
across the electricity ecosystem.

It has been a privilege to work with this very engaged community
of purpose. | hope other companies in the industry will find value in
the insights shared and tools developed and will be compelled to
actively collaborate with other ecosystem agents to enhance cyber
resilience not only within their companies, but across the electricity
ecosystem as a whole.

Maintaining cyber resilience across the ecosystem is a challenge
for all organizations and a significant priority for critical infrastructure
sectors such as electricity. Furthermore, the COVID-19 crisis is
having a dramatic impact on our society and has forced everyone
to become heavily reliant on the internet and its digital economy.

Systems of Cyber Resilience: Electricity is a public-private
collaboration initiative with the objective of enhancing cyber
resilience across the electricity ecosystem. It is the one place
in the world where chief information security officers (CISOs),
experts and policy-makers can convene in a trusted, neutral
environment, and focus on advancing global cyber resilience in
the electricity ecosystem.

We hope that this paper, the result of a collaborative effort,
helps leaders to strategically manage information risks, work
towards a culture of shared cyber-risk ownership across the
organization and take a more strategic approach to cyber
resilience. Effective cyber resilience requires a combined,
aligned muiltidisciplinary effort to move beyond compliance
to cohesive business and digital enablement.



The COVID-19 crisis and cybersecurity

The World Economic Forum’s COVID-19 Risks Outlook survey of companies found that the third greatest
concern for companies is that new working patterns may increase cyberattacks: “as the COVID-19 crisis
accelerates dependency on technologically enabled economic processes, it is also exacerbating |[...]

cyber risks”.!

Top ten most worrisome risks for your company
Economic Societal Tech Environmental

Prolonged recession of the global economy

Surge in bankruptcies (big firms and SMEs) and a wave of
industry consolidation

Cyberattacks and data fraud due to asustained shift in working patterns
Failure of industries or sectors in certain countries to properly recover
Protracted disruption of gloabl supply chain

Tighter restrictions on the cross-border movement of people and goods
Another global outbreak of COVID-19 or different infectious disease
Economic collapse of an emerging market or developing economy
Weakening of fiscal positions in majpr economies

Sharp increase in inflation globally

66.3%

52.7%

50.1%

50.1%

48.4%

42.9%

35.4%

34.6%

33.4%

32.6%
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Executive summary

Businesses need to consider cyber resilience

from a business perspective, looking at the
cyber element of operational risks to their
business as they become increasingly dependent
on the internet and digital channels but also
adopting a resilience mindset governing how
they would respond to and recover from any
major cyber event.

Part of the World Economic Forum’s Systems of
Cyber Resilience: Electricity project, a community
comprised of senior cybersecurity executives
from the electricity industry ecosystem defined an
effective approach to support strategic leaders in
the implementation of best practices for
cyber-risk governance.

The result of the group’s efforts is this report,
Cyber Resilience in the Electricity Ecosystem:
Boards and Cybersecurity Officers. Serving as

a companion to the World Economic Forum’s
guidance on cyber resilience for corporate boards
released in 2017 and its electricity industry-
specific guidance released in 2019, this report
presents up-to-date and achievable advice for

cyber-aware electricity industry companies’
boards of directors to begin taking action
immediately on this important and growing
business risk. This initiative identified seven
implementation categories that require pressing
action at the highest strategic level:

Oversight of enterprise cyber risk and resilience
Organizational governance

Risk management

Systemic cyber resilience

Resilience plans

Review of organization and

board performance

Community collaboration

and interdependence

OOk

N

It is important for leaders to note that these
implementation categories are not listed in order
of importance; rather, they each support cyber
resilience within electricity companies. In fact,
the category “community collaboration and
interdependence” is especially vital because
shared risk demands shared efforts to ensure
cyber resilience.

Cyber governance implementation playbook

10 general board principles for cyber resilience

R R Responsibility for Risk assessment
cyber resilience and reporting

o)ﬁ Resilience plans

R Accountable officer u§u Community

RRR
Ij\ Review

(%) Effectiveness

v

@ Command of
=" the subject

Integration of
cyber resilience

A Risk appetite

Board principles implementation categories

@ Oversight of enterprise

cyber risk and resilience

Systemic cyber
resilience

' Organizational
(& governance

GO

J,_R Community collaboration

]2 and interdependence
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7 industry-specific principles for cyber resilience
Cyber-resilience
governance

Resilience by design

~_2 Going beyond
Ly compliance

@ Ecosystem-wide
cyber-resilience plans

System risk assessment
and prioritization

Corporate responsibility
for cyber resilience

Ecosystem-wide
collaboration

v

Best practices

@ Resilience plans

() Risk management

& Review of organization
= and board performance



This report addresses two distinct audiences
(board directors and corporate officers
accountable for cyber resilience) and offers

a method for finding a common language to
encourage collaboration. Moreover, it presents
three areas for consideration:

The journey to cyber resilience

The bridge between board directors and
corporate officers accountable for cyber
resilience focuses on translating and
communicating cyber risks, incorporating them
in the enterprise risk register and aligning those
risks with business strategic objectives — with

maintaining operational resilience as the end goal.

First, this report frames the journey towards a
company’s cyber resilience. Seven categories,
which go from oversight of cyber risk through to
organizational performance reviews, define the
ability of a company to move from a reactive to
a proactive cyber-resilience posture.

Recommendations for the directors
of the board

Only the board of directors can instil the cultural
shifts and motivate the organizational shifts that
must take place to ensure cyber resilience. The
section on actions for the board offers clear
and achievable steps that directors should

take immediately in order to improve the cyber
resilience of their company. This section also

recognizes the important role that the board plays

in embedding cyber resilience in the broader
industry’s ecosystem.

Recommendations for corporate officers
accountable for cyber resilience

This report provides corporate officers (and
other senior cybersecurity executives)
accountable for cyber resilience with the tools
to communicate the most relevant and salient
information in an effective way to support and
guide the board of directors to make better
risk-informed decisions related to cyber
resilience. It also highlights opportunities for
the strategic-technical collaboration necessary
to ensure cyber resilience.

Corporate officers and managers
responsible for cyber resilience

Most medium and large organizations
identified the need to establish a role the
main responsibility of which is to ensure the
overall cyber resilience of the enterprise.
The Forum’s 2017 and 2019 guidance

to boards recommends the identification

of “one corporate officer accountable for
reporting on the organization’s capability to
manage cyber resilience and progress in
implementing cyber-resilience goals”.? The
chief information security officer (CISO) is
often the individual within the organization
who is responsible for overseeing the
organization’s cyber-resilience programme
aimed at protecting digital infrastructure and
assets against cyber threats and ensuring
the continuity of business operations.
(However, this title does not always bear
ultimate accountability to the board for
cyber resilience; therefore, this report uses
a more generic reference to officers with
accountability for cyber resilience.) This
officer is often a senior executive essential in
leading and overseeing the overall cyber-
resilience strategy of the company and
reporting to and advising the board of

directors regarding cyber risks. /

The cooperative approach between technical and
strategic functions outlined here will encourage
company cyber resilience and, in so doing, support
the resilience of the electricity ecosystem as a whole.
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The journey to cyber resilience

Cyber resilience is a dimension of cyber-risk
management that describes the capacity of
systems and organizations to develop and
execute long-term strategies to withstand and
recover from cyber events.® Being resilient
requires those at the highest leadership levels to
acknowledge the importance of proactive risk
management and focus more on the ability of
the organization to absorb and recover from a
cyberattack that would disrupt essential services.

Many organizations have already begun this
journey in piecemeal fashion as a matter of
necessity, given the pervasive and fast-changing
nature of cyber threats. The electricity industry,
after all, is no stranger to resilience planning

with regard to physical security and the threat of
natural events. Fewer companies, however, have
engaged in a holistic approach to moving towards
cyber resilience, which requires leadership at

the highest levels to ensure it remains a focus of
every business unit. Fewer companies still have
taken the vital steps necessary to ensure cyber
resilience of the electricity ecosystem as a whole,
understanding the broader interdependencies
and risks posed by and to the ecosystem and
addressing them in a coordinated way with other
actors in the ecosystem.

8 Cyber Resilience in the Electricity Ecosystem

Implementation of cyber-resilience techniques
requires a continuous process across the seven
defined categories, with an acknowledgement that
ecosystem-wide collaboration is essential to the
success of such a journey. The journey towards
cyber resilience is illustrated opposite.

Oversight of enterprise
cyber risk and resilience

Review of / \
organization ‘ ‘ Organizational

and board governance
performance Community
collaboration and
interdependence

Resilience Risk

plans ‘ . management
\g/

Systemic cyber resilience

The journey to cyber resilience is a continuous
process across the implementation categories,
with collaboration across the internal and
external ecosystem.



Recommendations for directors of the board

The board of directors can inspire the cultural shifts
and motivate the organizational shifts that must
take place to ensure cyber resilience. The Systems
of Cyber Resilience: Electricity community, through
consultation with their respective company leaders,
has curated the following suggestions for clear,
achievable steps that the board should take
immediately in order to improve its governance of
the cyber-resilience programme of its organization.

CATEGORY 1 - Exercise effective oversight
of enterprise cyber risk and resilience

The board is ultimately responsible for the oversight
of cyber risk and enterprise cyber resilience.
Boards should implement the following actions in
order to effectively exercise this responsibility:

— Assign primary oversight activity to a
permanent committee of the board (e.g. the
risk committee or a newly created committee).

—  Establish a programme of continuing education
on cybersecurity risk issues and cyber resilience
for the entire board, along with a cyber-resilience
orientation programme for new directors, which
is regularly updated with information from
internal and external resources.

—  Establish a regular cadence of cyber-resilience
reporting by the officer accountable for cyber
risk and resilience and define metrics included
in periodic reports from the heads of all
business units to ensure business ownership
and alignment with business objectives.

Boards need CISOs to translate complex
technical and engineering concepts into
relatively simple language, just as is needed for
other specialized areas of risk.

UC Berkeley Center for
Long-Term Cybersecurity*

CATEGORY 2 - Create the right
organizational governance

In an effective corporate structure, the

board requires management to implement
comprehensive cybersecurity governance, which
governs IT and OT — as well as their convergence
in the internet of things (IoT) — along with physical
security and digital transformation, ensuring
interoperability within the organization and driving
alignment across the ecosystem. The board
should implement the following actions to ensure
an effective governance model:

— Assign accountability for cyber resilience to
a senior corporate officer who will report on
the organization’s capacity to manage cyber
resilience and progress in implementing
cyber-resilience goals, and who is charged
with responsibility for governance and
oversight of cybersecurity strategy across the
[T and OT environments.

—  Ensure that this officer has the proper level of
authority, access to the board, command of
the subject matter, experience and resources
to fulfil these duties.

—  Create a regular board agenda item for
cyber-resilience reports.

—  Ensure that all businesses designate an
empowered individual with the responsibility
to integrate cyber resilience into asset and
process design.

—  Establish a clear preference for, and
encourage, cyber resilience by design
throughout the organization’s processes
and systems and require management to
document progress.

Board members should set clear expectations
with management about the format, frequency,
and level of detail of the cybersecurity-related
information they wish to receive ... This should
begin with using the cybersecurity expertise
within the company...

National Association of
Corporate Directors (USA)®
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CATEGORY 3 - Assess and prioritize
cyber-risk management

The board ensures that its cyber-resilience posture
and efforts extend beyond compliance towards

a holistic risk-management approach and are
supported by adequate funding and resourcing.
The board includes cyber risk in its enterprise
risk-management approach. Moreover, it holds
management accountable for understanding

the organization’s interdependencies within the
ecosystem, reporting on the systemic cyber risks
posed by digitalization, emerging technologies and
by the broader ecosystem (especially the supply
chain), and planning and prioritizing cyber-resilience
efforts accordingly.

In order to appropriately assess and prioritize
cyber risk, the board should implement the
following actions:

—  Define and seek quantification of
enterprise and business risk tolerance
relative to cyber resilience.®

— Review budgeting and resource allocation
to ensure that cyber risk and the company’s
appetite for cyber risk is fully integrated
into enterprise-wide governance and risk-
management frameworks activities.

— Require identification of company “crown
jewels” (the most vital assets and processes)’
beyond those designated by existing critical
infrastructure protection regulations and
ensure/demand strong cyber-resilience
assessment and oversight of supporting
systems and vendors.

[Cybersecurity] should also be integrated into
a wide range of issues to be presented to the
board including discussions on new business
plans and product offerings, mergers and
acquisitions, new market entry, deployment of
new technologies, major capital investment
decisions such as facility expansions or IT
system upgrades and the like. As corporate
assets have increasingly become digital assets,
virtually all major business decisions before
the board will have cybersecurity components
to them. In many ways, cybersecurity is now a
cross-cutting issue similar to legal and finance.
Effective boards approach cybersecurity as an
enterprise-wide risk-management issue.

National Association of Corporate Directors (USA)?
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—  Ensure that management integrates
assessment of cyber resilience and cyber
risk into the overall business and digital
transformation strategy and into enterprise-
wide risk management, as well as budgeting
and resource allocation.

CATEGORY 4 - Build and support
systemic cyber resilience

The board recognizes that electricity
organizations operate in an interconnected
and interdependent environment where the
consequences of a cyberattack on one can
cascade to numerous others.

[DJirectors should ensure that management is
assessing cybersecurity not only as it relates to
the organization’s own networks, but also with
regard to the larger business ecosystem in
which it operates.

National Association of
Corporate Directors (USA)°

The board should implement the following actions
to build systemic cyber resilience:

—  Adopt a hoalistic risk-management vision
that ensures systemic risk affecting the
ecosystem as a whole is considered when
making strategic decisions.

— Require regular cyber-resilience reporting
by the officer accountable for cyber risk
and resilience of the cyber risks posed to
the company by ecosystem dependencies
(especially the supply chain) and by the
company to the wider ecosystem.°

— Hold management accountable for
understanding these interdependencies and
planning and prioritizing cyber-resilience efforts
in accordance with the company’s risk profile.

—  Ensure that risk assessments quantify
supply-chain cyber risk and evaluate whether
the processes in place to manage such risks
are robust.



CATEGORY 5 - Implement and test
cyber-resilience plans

The board understands that basic resilience
planning, including business continuity,
communications, disaster recovery and incident
response, is crucial to cyber resilience. To
achieve an adequate level of resilience across
the ecosystem, businesses should embed
cyber resilience within their business-resilience
planning. The board should implement the
following actions to strengthen the company’s
cyber-resilience planning:

— ldentify the creation of a robust, formal joint
cyber-resilience plan and related procedures

(which cover response through recovery, as
well as crisis-management processes), with
explicit incorporation of the board’s role, as
one of the organization’s strategic priorities.

—  Set a regular cadence of reporting
on cyber-resilience plans, to include
developing regular end-to-end testing
and updating the organization’s resilience
plan in the board’s assessment of upper
management performance.

—  Begin conducting regular cybersecurity
preparedness exercises at the board level,
in conjunction with providers and vendors
where relevant, that include systemic failure
and recovery as a component or focus of
the exercise.

—  Ensure that management supports the officer
accountable for cyber resilience through
the creation, implementation, testing and
ongoing improvement of cyber-resilience
plans, which are appropriately harmonized
across the business.

CATEGORY 6 - Continuously
assess and review organizational
and board performance

To confirm that the company is achieving the
appropriate level of cybersecurity and resilience
maturity, the board ensures that its performance
and that of the entire organization is reviewed.

In assessing its ability to provide effective
oversight of cybersecurity, the board should ask
the following question, taken from the USA's
National Association of Corporate Directors’
2020 Cybersecurity Guidance: “Can all directors
effectively contribute to a robust conversation
with management about the current state of the
company’s cybersecurity? In which areas does
our lack of knowledge/understanding of cyber
matters prevent effective oversight?”!

The board should implement the following actions
to ensure that performance is continuously
assessed and reviewed:

—  Schedule regular internal or external reviews
of the organization’s cyber preparedness
and maturity for reporting to and interactive
discussions with the board.

—  Review board composition and either include
directors with the experience and ability
to understand cyber risk or ensure such
experience is accessible to the board.

Ensure that the organization’s cyber-resiliency
mechanisms are subject to independent
third-party review on a regular basis, and

that the results of and recommendations
from these reviews are incorporated into the
board’s strategic and tactical cyber-resilience
planning and roadmaps.

Cyber Resilience in the Electricity Ecosystem n



CATEGORY 7 - Identify interdependencies
and the need for collaboration

In a highly interconnected and interdependent
ecosystem, cyber risks are shared across all
ecosystem partners. Therefore, directors
enable management to create a culture of
collaboration. The board should implement the
following actions to identify interdependencies
and strengthen collaboration:

—  Set an example by actively collaborating with
industry peers and other stakeholders and
take an active role in setting the strategic
vision for systemic cyber resilience.

—  Enable management to collaborate with
ecosystem stakeholders and system-
wide cybersecurity bodies to facilitate the
transparent and agile sharing of information
and creation of cyber intelligence (e.g.
achievable threat intelligence, incident
reporting and effective techniques for
mitigating the main threats).

12 Cyber Resilience in the Electricity Ecosystem

Enable management to set strategic
objectives in terms of information sharing
and understand and mitigate cyber risks
in the ecosystem.

Request cyber-risk assessment of key
agents and dependencies across the supply
chain and promote collaboration with
important vendors and partners to raise
systemic cyber resilience.

Promote collaboration with main suppliers
and business partners to improve the
cybersecurity of products and services.



Recommendations for corporate officers
accountable for cyber resilience

This playbook for corporate officers accountable
for cyber resilience provides pragmatic

and achievable recommendations when
communicating and engaging with their board
about cyber resilience.

Corporate officers accountable for cyber
resilience should build situational awareness
and answer the following questions before
using this playbook:

—  What are the main cyber-related risks and
threats to the organization?

—  What is the organization’s
cybersecurity posture?

— What is the cybersecurity strategy, including
roadmap, prioritization and investments
required to protect the crown jewels and
maintain business continuity?

—  What are the main actions and decisions
required from senior management and the
board, respectively?

To ensure efficient communication in the electricity
industry, organizations should begin by prioritizing
the implementation of effective cybersecurity best
practices based on the categories identified in this
document in alignment with business strategy.

This playbook suggests a set of metrics to

help monitor the efficacy and maturity of the
implementation based on defined outcomes.

A board-level dashboard can be an effective
communication tool to convey vital information
about organizational cyber posture and high-risk
areas as well as to help make better-informed
decisions on risk-mitigation measures and
associated investments. See the Appendix for an
example dashboard that could be used to present
key points to the board.

CATEGORY 1 - Exercise effective oversight
of enterprise cyber risk and resilience

Corporate officers accountable for cyber resilience
must provide empirical data on key cyber risks for
the board to exercise its responsibility for oversight
of enterprise cyber risk and resilience. To support
effective oversight, corporate officers accountable
for cyber resilience should rely on a set of meaningful
metrics to demonstrate the state of implementation,
maturity and performance to the board.

The cyber-resilience officer should implement the
following actions to ensure effective oversight of
cyber risks and resilience by the board:

—  Schedule regular reports on the state of
the organization’s cyber risk and resilience,
ideally every quarter.

- Work with the heads of other business units to
facilitate the reporting and mitigation of cyber
risks and metrics within their respective areas.

—  Provide visibility of the cyber risks related
to the company’s critical assets by
highlighting the potential consequences
and mitigation actions.

Suggested metrics can include:

—  Frequency of cyber-risk and cyber-resilience
reporting to the board.

—  Number of open vs. closed actions arising
from cyber-risk and resilience reviews with
the board.

—  Number of major cybersecurity incidents
within the industry, affecting the company,
with quantified impact, e.g. financial,
operational, reputational, compliance.

—  Status of business units’ strategic
cyber-risk reporting (number of risks
accepted, denied, mitigated).

—  Percentage of business units that report
cyber risk.

—  External cyber-risk ratings compared to
industry average and competitors.

Cyber Resilience in the Electricity Ecosystem 13
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USE CASE: Enel
A journey to improve the oversight of cyber resilience

The continuous increase of digital connectivity in the electricity sector increases exposure to
potential cyber risks, in particular for global industrial companies operating in complex environments
such as the Enel Group. To keep pace and better monitor cyber risks, the Enel Group embedded
cybersecurity strategy into its corporate group strategy by fully implementing the World Economic
Forum’s Advancing Cyber Resilience: Principles and Tools for Boards.

World Economic Forum’s cybersecurity Electricty Industry principles and Enel’s cybersecurity
framework processes

Principle EI1: o
Cyber-resilience governance Principle EI6:
o Ecosystem-wide
; Principle EI3: collaboration o
Going beyond compliance Principle El4:
Systemic risk assessment
Principle El2: and prioritization
Resilience by design - Principle EI7:
Principle EI3: Ecosystem-wide
Going beyond cyber-resilience plans
compliance Identity mangement Risk
and access control ) assessment
o Cybersecurity Principle EI2:
Principle EI5: Resilience by design
Corporate responsibility X Principle EI3:
for cyber resilience ; .
Y based | design Going beyond compliance
Awareness Engineering design
i ) and training and implementation
P le El2:
rineiple Principle EI2:

Resilience by design

Resilience by design
Principle El4: .
Systemic risk Iz (f Principle El4:
1

B otizeion amcnsmentand
rioritization y
: HERUENEE Risk treatment prioritization

Principle El4: Emergency Principle EI6:
Systemic risk assessment response Ecosystem-wide
and prioritization collaboration

In its journey to cyber resilience, and in order to improve its oversight of enterprise cyber risk, Enel
established its Cyber Security Risk Committee. Enel’s chief executive officer acts as chairperson,
with the aim of addressing and approving the organization’s cybersecurity strategy as well as
checking periodically on the progress of its implementation. This committee comprises key
executive e-directors overseeing Enel’s critical businesses and services from different geographies
along with the group chief information security officer.

In addition, Enel, within its cybersecurity cross-organization, defined the new “cyber-risk manager”
organizational role — one for each area of business — reporting to the chief information security officer
and representing business priorities during the mapping and application of cyber-resilience principles
to internal processes. The cyber-risk manager also coordinates activities, plans, countermeasures
and emergency responses, focusing on cybersecurity risk assessment for processes, applications
and infrastructures within the perimeters of responsibility. This governance allowed the extension
and adoption of a group-wide, risk-based cybersecurity framework to all business areas and
geographical locations, improving the control of the Enel Group’s cyber resilience. The expansion

of a halistic cyber-risk management approach represents an ongoing priority at Enel to encourage
ecosystem cyber maturity by employing and collaborating with external parties. For example, Enel

is engaged in the community working group developing a cybersecurity network code (i.e. technical
rules) for the electricity ecosystem in Europe.

This case illustrates the implementation of Categories 1, 2 and 3.

Cyber Resilience in the Electricity Ecosystem



CATEGORY 2 - Create the right
organizational governance

Corporate officers accountable for cyber
resilience should implement the following
actions to ensure an effective governance
model by the board:

—  Present the cyber-resilience organizational
structure to the board, covering corporate
IT, OT and loT environments as well as
integration with each business unit.

—  Provide regular quarterly updates on the
cyber-resilience strategy implementation
and budget in close collaboration with
different business functions and
unit leaders.

—  Ensure communication with experts and
contact points from different business areas.

—  Promote a cyber-hygiene culture
by communicating best practices
regularly through training, communication
awareness and tests across the organization
and, in particular, targeting high-risk
groups, e.g. board, C-suite, IT,
engineering, HR and finance.

— Integrate or launch collaboration meetings
and working groups with different
stakeholders in the ecosystem to align
and share experiences in order to report
trends to the board.

Suggested metrics can include:

—  Percentage of employees who have
completed cybersecurity awareness education
programmes on cyber-hygiene practices,
with a focus on high-risk groups, e.g. board,
C-suite, IT, engineering, HR and finance.

—  Number of full-time equivalents (FTEs)
responsible for cybersecurity/cyber experts in
the different business areas.

—  Number of cyber meetings/committees with
involvement in the businesses.

—  Number of outstanding and closed
critical actions resulting from reviews
of the cybersecurity framework relating
to executive management accountability
and responsibility.

Cyber Resilience in the Electricity Ecosystem
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USE CASE: Iberdrola
Setting a baseline to improve global cyber resilience

lberdrola Group’s cybersecurity transformation started in 2015 when the board of directors
approved a cybersecurity risk policy recognizing the significance of cyber risk for the group. This
policy expressed the company’s commitment to promoting adequate cybersecurity and resilience
mechanisms across the IT and OT environments and to strengthening capabilities to detect,
prevent, defend and respond to cyberattacks and incidents.

The approach established by Iberdrola focuses on embedding cyber resilience into business
strategies, operational decisions and daily activities and improving implementation of the World
Economic Forum’s 2017 and 2019 board principles to improve governance and oversight of cyber
risk at a global level and promote collaboration across the group (IT, OT, physical and digital) and
with the relevant ecosystem agents.

To set the baseline for a culture change and ensure cyber-risk awareness in risk owners, the board
defined an organizational strategy that would ensure strong leadership and oversight plus the
effective integration of cybersecurity and resilience into all businesses and corporate areas.

The group board’s Audit and Risk Supervision Committee was designated responsible for
overseeing the group’s cyber-risk and resilience capabilities and a global chief information security
officer was appointed to lead its cyber-resilience strategy, governance and oversight across the
group’s IT and OT environments. The global chief information security officer provides the board
with specific cyber training, including best practices and an introduction to board principles, with
quarterly updates about the cybersecurity risks specific to the company and the evolution and
effectiveness of the programmes defined to address them.

Local chief information security officers were appointed in all countries and cybersecurity experts
were assigned by all businesses and corporate areas (including but not limited to IT) responsible
for ensuring implementation of cybersecurity programmes and operations in alignment with the
global cybersecurity strategy. A Global Cybersecurity Committee was constituted to ensure proper
coordination across the group, encourage collaboration and information exchanges and ensure a
coordinated incident response.

The cybersecurity committee defined a global cybersecurity strategy and framework, including
roles and responsibilities and global rules and procedures, to ensure a common language and a
coordinated approach to cyber resilience across the group. Additional key metrics and dashboards
have been established to facilitate risk-management decision-making and communication of

cyber risk between business leadership, chief information security officer and board members

and to prioritize resource allocation by focusing on protecting critical business processes and
infrastructures beyond the ones designated by existing regulations.

With the increasing maturity of the implementation categories, lberdrola aims to improve not only its
own cyber-resilience posture and cyber-risk oversight capabilities, but also to enhance ecosystem-
wide resilience through active collaboration with important public and private stakeholders.

This case illustrates the implementation of Categories 1, 2 and 7.

Cyber Resilience in the Electricity Ecosystem



CATEGORY 3 - Assess and prioritize
cyber-risk management

Corporate officers accountable for cyber resilience
should implement the following actions to ensure
cyber risks are appropriately assessed and
prioritized by the board:

—  Define and quantify the business risk
tolerance relative to cyber resilience in
collaboration with other business units.

— Provide, in an objective manner, the list of
critical/high strategic cyber risks and financial
risk exposure related to corporate IT, OT
and loT environments and supplier/business
partners with cyber loss reduction measures
and investments.

— Review investment and resource allocation
per business function and unit with respect
to mitigation of critical and high cyber risks.

—  Share objectively the effectiveness of the
investment made against the company’s
cyber-risk appetite.

Suggested metrics to follow include:

Frequency of budgeting and resource
allocation reviews to ensure that cyber risk
and the company’s appetite for cyber risk is
adequately reflected.

Number of critical systemic risks
(affecting the industry as a whole) covered
by risk analysis.

Frequency of risk assessments

conducted for critical business assets,
functions and suppliers/business partners,
e.g. based on the business impact analysis
(BIA) information.

Number of critical/high cyber risks for these
critical assets, functions and suppliers.

Percentage of critical non-compliances/
exceptions closed at the agreed time.

Evolution (tendency) of key threats and
potential financial impacts.

Number of critical/high risks related to
cyber resilience that are above the defined
tolerance on the quantified financial impact,
with investments required to mitigate them
to an acceptable level.

Cyber Resilience in the Electricity Ecosystem
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USE CASE: New York Power Authority
Implementing the principles to improve the active management of cybersecurity
and resilience

The New York Power Authority (NYPA) focuses on security and resilience, implementing board
principles through monitoring and implementing the toolkit for cyber resilience in the electricity sector.
The NYPA has strong board engagement on the critical role the organization plays in New York State
and an understanding of how security and resilience of the services provided need clear emphasis.

In working towards improved oversight of cyber resilience, the NYPA has implemented a board-
level security committee focused on cyber and physical security, including overall resilience. The
committee is augmented at the business level by the NYPA Secure Committee, which includes
top-level business leaders who intersect or partner with security teams. As part of this institutional
structure, NYPA's three-year cybersecurity roadmap and integrated resilience roadmap undergo
regular updates and reviews, including annual reviews and status updates to the board.

This process also ensures that cyber risk is aligned with, and managed in concert with, enterprise
risk-management processes to ensure mitigation, response and monitoring. Risk owners are
identified and assigned, with cyber resilience being mostly coordinated by the executive business
lead (e.g. chief information security officer) as the assigned risk owner. Integration with enterprise
risk management was achieved by aligning the Secure Committee with the Enterprise Risk
Management Committee for clearly defined risk appetite and effectiveness metrics and escalation.
Systemic risks are raised through the various channels, ultimately making their way to the board
in quarterly updates. Resilience is reviewed and improved by business and industry exercises that
move beyond the tabletop to action. These assessments and the corresponding after-action reports
drive decision-making and prioritization to continually reduce cyber risk and increase business
resilience. The NYPA confirms these actions and mitigations with intensive internal audit functions
and through the use of external assessments. The NYPA continues to implement the cyber-
resilience principles to ensure the right services and focus takes overall resilience into account.

The implementation of the principles clarified a top-down understanding of NYPA's cyber risk in
comparison to all enterprise risk, allowing a clear and decisive management of security risks across
all business and critical functions. Risks in terms of supply chain, compliance and the new normal
(e.g. post-COVID) will continue to drive cooperative measures, services and initiatives. By using the
implementation of these categories to achieve the board’s principles, the NYPA aims to continuously
improve the active management of cybersecurity and resilience while coping and adapting to any
future changes and challenges.

This case illustrates the implementation of Categories 1, 2 and 3.
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CATEGORY 4 - Build and support
systemic cyber resilience

Corporate officers accountable for cyber resilience
should implement the following actions to build
systemic cyber-resilience oversight by the board:

—  Ensure identification and mitigation of cyber
risks posed by own or external businesses to
the wider ecosystem.

—  Establish clear and comprehensive cyber-
resilience policies, standards and guidelines
throughout the organizations, including IT,
OT and loT environments and third-party
business suppliers and partners.

—  Create baseline requirements on cyber
resilience when working with third-party
partners and vendors and include standard
contractual service-level agreements and key
performance indicators (KPIs).

USE CASE: ENSTO-E

Collaborate with other business unit
designees and individuals who have the
responsibility to integrate cyber resilience
into asset and process design.

Suggested metrics to follow include:

Percentage of strategic/critical suppliers/
partners assessed (cyber-resilience due
diligence) and with security clauses
embedded in their contract.

Number of critical/high cyber risks related to
suppliers/business partners by status (open,
mitigated, avoided).

Number of cyber incidents detected/shared
within the ecosystem and actions in place to
remediate reported vulnerabilities per quarter.

Enforcing cybersecurity in the European energy market through the electricity network codes

Recent cyberattacks on European electricity companies have reinforced the need for a common and
collaborative effort to enhance ecosystem-wide cyber resilience, e.g. ENTSO-E,? EDP'® and ELEXON. ™
The European Commission Regulation on the Internal Market for Electricity (COM/2016/0861) provides
for the adoption of technical rules (e.g. a network code) across the electricity ecosystem.

In April 2019, an EU Commission recommendation on cybersecurity in the energy sector highlighted
that “smart grid” digitalization increasingly exposes the energy system to cyberattacks and

incidents that may jeopardize the security of energy supplies.'® Already, the European transmission
system operator (TSO; ENTSO-E) and distribution system operator (DSO; E-DSO, EURELECTRIC,
GEODE and CEDEC) communities are working together to develop recommendations and drive

a consultation process on initial proposals for a cybersecurity network code. The initial proposals

include recommendations on:

— Inclusion of ISO 27001 certification using
a common Scope.

— ldentification of critical IT and OT systems
and components through a common
cyber-risk assessment process.

— Inclusion of a common set of
functional security requirements for
systems and components.

Inclusion of a product assurance
scheme whereby functional security
requirements can be independently
tested and results shared.

Introduction of an information-sharing
process for the distribution of technical
cyber-incident information.

The selected recommendations will undergo a formal consultation process with other energy-
sector stakeholders in 2021 supported by ENTSO-E. Once finalized, the cybersecurity network
code recommendations will affect the European energy sector by enforcing energy stakeholders to

comply and implement cybersecurity actions.

This case illustrates the implementation of Categories 4 and 7.
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CATEGORY 5 - Implement and test
cyber-resilience plans

Corporate officers accountable for cyber
resilience should implement the following actions
to strengthen cyber-resilience planning oversight
by the board:

20

Develop a cyber-resilience plan in close
collaboration with all business function and
unit leaders and explicitly incorporate the
board’s role as one of the organization’s
strategic priorities.

Set a regular cadence of reporting on cyber-
resilience plans, to include vital updates,
testing frequency and results.

Conduct regular cybersecurity exercises
and tests on cyber resilience that include
systemic failure and subsequent recovery
as a component or focus of the exercise.
Examples of useful exercises are those that
demonstrate the maturity improvements of
cyber-resilience-related controls on human
capital, processes and digital landscapes
within the company, such as business-
continuity and disaster-recovery simulations
based on various cyberattack scenarios.

USE CASE: Adani Group

Ensure that the cybersecurity strategy

and programme include the detection of
anomalies linked with internal and external
sources, management of incidents, response
and recovery capabilities (from a people,
process and technology perspective).

Include cybersecurity-related events and
resilience by design in existing business
continuity plans with offline recovery
measures, out-of-band communication
methods and independent recovery sites.

Suggested metrics include:

Number of hours of interruption/
disruption of essential business services
(with financial impact).

Percentage of critical open actions and

closed actions resulting from cybersecurity
preparedness exercises (with systemic failure
testing as a component or focus of the exercise).

Percentage of critical systems for which
contingency planning/disaster recovery has
been implemented and tested successfully
this quarter.

Percentage of critical services/processes for
which there is a failover system with restore
time within the BIA recovery time objectives.

Resilience plans — IT/OT transformation programme

Adani Group began its IT and OT cybersecurity transformation programme in relation to more than
2,000 assets in approximately 80 locations and on 170 networks; these include areas such as

power, renewables and transmission.

The full programme aims to ensure business continuity by protecting critical infrastructure assets from
attack, damage, unauthorized access and rejection of service. The programme has a centralized
strategy, roadmap and planning governance that integrates business, IT and OT teams supported by
original equipment manufacturers (OEMs) plus technology and process partners. The programme is
overseen by management, and includes monthly reports and steering committee reviews.

The integration of holistic cybersecurity management detection and response (MDR) capabilities
among different parties represents one of the programme’s priorities, focusing on technology

and process areas for global risk mitigation. In addition to the creation of common IT/OT policies,
procedures and guidelines and clear IT/OT-integrated detection and responses, the programme
includes the deployment of detection and monitoring technology and network segmentation for OT
infrastructure, such as intrusion detection systems and OT firewall monitoring. With these, Adani
aims to mitigate the risks and create proactive threat detection and response capabilities to better

manage any possible future cyber incidents.

This case illustrates the implementation of Categories 1, 3 and 5.
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CATEGORY 6 - Continuously
assess and review organizational
and board performance

Corporate officers accountable for cyber
resilience should implement the following
actions to ensure that the board’s performance
is continuously assessed and reviewed:

— Validate with internal audits that independent
assessments are conducted on the
performance of the board as it relates to
the oversight of the cyber-resilience
strategy and plan.

Suggested metrics include:

Note that the board’s internal audit is generally
beyond the scope, responsibility and authority
of the corporate officers accountable for cyber
resilience. However, they may provide useful
information to the board regarding the
frequency of such audits as well as how
findings are communicated and implemented
through the organization.

—  Frequency of internal audits of the
organization’s cyber-preparedness
and -maturity for reporting to the board
of directors.

—  Number of critical actions outstanding from
regular internal or external reviews focusing
on the organization’s cyber-preparedness
and -maturity, and year-on-year trends with
respect to cybersecurity maturity scores.

—  Number of critical actions and
recommendations from internal or external
cybersecurity reviews that have been
incorporated into the board’s strategic
and tactical cyber-resilience planning and
roadmaps, and those for which no action has
been planned or implemented.

CATEGORY 7 - Identify
interdependencies and the need
for collaboration

Corporate officers accountable for cyber resilience
should implement the following actions to identify
interdependencies and strengthen collaborations
with the broader ecosystem:

—  Perform an end-to-end review of the
supply- and value-chain dependencies and
highlight blind spots and high risks related
to cyber resilience.

— Lead or engage in cyber-resilience
communities and initiatives (under the
stewardship of industry, national or
international organizations) that
encourage information-sharing,
strengthen collaboration across the
ecosystem and drive collective action.

—  Collaborate with ecosystem stakeholders
and actively participate in system-wide
cybersecurity information-sharing bodies.

—  Establish tracking measures for evolving
regulatory frameworks and related
compliance actions on cybersecurity-relevant
issues, in all of the countries where the
company is active and recognized as an
operator of essential services.

Suggested metrics:

—  Frequency of events with ecosystem and
industry peers.

—  Frequency of meetings with regional
security officials and with cyber-response
experts (national security and intelligence
officials or private-sector cyber-response
and legal experts) and critical incidents
being tracked/closed.

—  Number of critical incidents reported to
law enforcement agencies, regulatory
bodies or organizations (industry, national
or international).

—  Number of threat intelligence reports/

briefings exchanged with peers across
the ecosystem.
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USE CASE: Siemens

Collaborating to build a secure and trusted energy community

The spate of attacks against the world’s critical infrastructure put into focus the urgent need
to address industrial cybersecurity. Siemens is taking a leading role by ensuring secure design
processes and certification on its products and solutions. As the electricity industry becomes
increasingly interconnected, no company can address this complex challenge alone.

Recognizing that resilience requires strengthening and building trust with customers, suppliers
and the electricity community as a whole, Siemens has worked closely with the World Economic
Forum to develop board principles as part of a joint mission to build trust for a secure digital
world. To that end, Siemens established the Charter of Trust, bringing together leading energy
companies, technology providers, insurers and manufacturers committed to advancing

cybersecurity and digitalization.

Highlights from this work include:

— Initiating change from the top by hiring a
chief security officer to report directly to
the deputy chief executive officer and the
Siemens board.

— Implementing security processes and
certifications on Siemens technologies
and establishing voluntary, third-party
certifications throughout its supply chains.

—  Supporting the growth of a technology
ecosystem of leading security
companies to build novel industrial cyber
technologies in the areas of monitoring
and vulnerability management.

Collaborating with global standards and
industry bodies to set global and national
guidelines for securing critical assets.

—  Developing national workforce
programmes to overcome the acute talent
shortage of industrial cyber professionals
in the electricity sector.

—  Quickly responding alongside Charter of
Trust members to respond to
COVID-19, ensuring safe and
secure remote telework, all while
maintaining critical operations for
Siemens and its customers.

This case illustrates the implementation of Category 7

Conclusion

In an ecosystem such as the electricity industry,
cyber resilience can, ultimately, result only
through large-scale and continual collaboration
and partnership. This means that a variety of
stakeholders must work together, inside the
enterprise, between companies and between
the companies and the public sector. Without a
common understanding and systemic approach
to cyber risks, public- and private-sector leaders
will struggle and even fail in implementing
appropriate countermeasures to mitigate them.
[t is crucial for all stakeholders in the value chain
to embrace a collaborative and risk-informed
cybersecurity approach to adapt and ensure a
secure ecosystem.
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In this report, the World Economic Forum and

its working group have presented a model for
collaboration within a company, specifically
between the board with responsibility for overall
corporate strategy and the cyber resilience
accountable officer with responsibility for
cybersecurity and resilience. The report is

another step towards developing the habits of
collaboration necessary to meet the current
cybersecurity challenges. By fostering a culture of
collaboration within organizations, it is hoped that
individual companies in the electricity ecosystem
can become more secure, adaptable and effective
partners and thus ensure the resilience of this vital
industry as a whole.



Appendices

This section presents appendices supporting the report results.

Taxonomy

The table below provides definitions of the most-used terms throughout the document for reference.

TERM

Board and board
of directors

Cyber-resilience

Cyber-resilience
officer

Electricity
ecosystem

Information
technology (IT)

Operational
technology (OT)

Legacy systems

DEFINITION

Corporate fiduciaries responsible for overseeing management strategy, as well
as the identification and planned response to enterprise-wide risks affecting a
company and its value to stakeholders and shareholders'®

A dimension of cyber-risk management, representing the ability of systems and

organizations to develop and execute long-term strategy to withstand cyber events

A senior executive within the organization who is responsible for developing and
implementing the organization’s cyber-risk and resilience programme

Electricity organizations have interdependent relationships with numerous
stakeholders that can span multiple degrees of separation from the
organization. They rely on these relationships to provide business-critical
components and services (everything from core operational assets and
smart devices to on-site servicing)'”

Information technology (IT) covers any form of technology — that is, any
equipment or technique used by a company, institution or any other
organization that handles information

Operational technology (OT) monitors and manages industrial process assets
and manufacturing/industrial equipment. OT has existed for much longer than
IT or information technology — ever since people started to use machinery and
equipment powered by electricity in factories, buildings, transportation systems,
the utility industry etc.

A legacy system refers to outdated IT or OT systems, programming languages or
application software that are used instead of an available upgraded version

Cyber Resilience in the Electricity Ecosystem
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Cyber-resilience board principles ‘tear sheet’

The tables below recap the general and electricity-specific board principles.

General board principles for cyber resilience

JaCrCod

Principle 1:
Responsibility for
cyber resilience

The board as a

whole takes ultimate
responsibility for oversight
of cyber risk and resilience.
The board may delegate
primary oversight activity
to an existing committee
(e.g. risk committee)

or new committee

(e.g. cyber-resilience
committee)

Principle 6:
Risk assessment
and reporting

The board holds
management accountable
for reporting a quantified
and understandable
assessment of cyber risks,
threats and events as a
standing agenda item
during board meetings.

It validates these
assessments with its own
strategic risk assessment
using the board’s cyber-
risk framework

)
=
Principle 2:
Command of
the subject

Board members receive
cyber-resilience orientation
upon joining the board
and are regularly updated
on recent threats and
trends — with advice

and assistance from
independent external
experts being available

as requested

Loy

Principle 7:
Resilience plans

The board ensures that
management supports
the officer accountable
for cyber resilience by the
creation, implementation,
testing and ongoing
improvement of cyber-
resilience plans, which
are appropriately
harmonized across the
business. It requires

the officer in charge to
monitor performance
and to regularly

report to the board

2

Principle 3:
Accountable officer

The board ensures that
one corporate officer is
accountable for reporting
on the organization’s
capability to manage
cyber resilience and
progress in implementing
cyber-resilience goals. The
board ensures that this
officer has regular board
access, sufficient authority,
command of the subject
matter, experience

and resources to fulfil
these duties

=
[,
11

Principle 8:
Community

The board encourages
management to
collaborate with other
stakeholders, as relevant
and appropriate, in
order to ensure systemic
cyber resilience

Electricity board principles for cyber resilience

®

Principle El1:
Cyber-resilience
governance

The board requires
management to
implement comprehensive
cybersecurity governance,
which governs information
technology (IT), operational
technology (OT), physical
security and digital
transformation, ensures
interoperability within

the organization and
drives alignment across
the ecosystem

8%

Principle El6:

Principle EI2:
Resilience by design

The board promotes

a security by design/
resilience by design
culture and requires
management to implement
such a culture and
document progress

Ecosystem-wide collaboration

The board enables management to create a culture of collaboration,
set strategic objectives in terms of information-sharing and understand
and mitigate cyber risks in the ecosystem. The board also actively

collaborates with industry peers and policy-makers
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Principle EI3:

Going beyond
compliance

The board ensures that its
cyber-resilience posture
and efforts extend beyond
compliance, towards a
holistic risk-management
approach, and are
supported by adequate
funding and resourcing

©

Principle 4:
Integration of
cyber resilience
The board ensures that
management integrates
cyber resilience and
cyber-risk assessment into
overall business strategy
and into enterprise-wide
risk management, as
well as budgeting and
resource allocation

El

Principle 9:
Review

The board ensures that

a formal, independent
cyber-resilience review of
the organization is carried
out annually

=

Principle El4:
Systemic risk
assessment

and prioritization
The board holds
management accountable
for understanding

the organization’s
interdependencies within
the ecosystem, reporting
on the systemic cyber risks
posed by the ecosystem
(especially the supply
chain), and planning and
prioritizing cyber-resilience
efforts accordingly

Principle EI7:
Ecosystem-wide cyber-resilience plans

L]

Principle 5:
Risk appetite

The board annually
defines and quantifies
business risk tolerance
relative to cyber resilience
and ensures that this is
consistent with corporate
strategy and risk appetite.
The board is advised on
both current and future
risk exposure as well

as regulatory requirements
and industry/societal
benchmarks for

risk appetite

@

Principle 10:
Effectiveness

The board periodically
reviews its own
performance on the
implementation of these
principles or seeks
independent advice for
continuous improvement

2

Principle EI5:
Corporate
responsibility for
cyber resilience

The board encourages
management to consider
what cyber risks the
organization, its cyber
culture and practices
may pose to the
ecosystem, and
appropriately explore how
such risks can be reduced

The board encourages management to create, implement, test and
continuously improve collective cyber-resilience plans and controls
together with other members of the ecosystem. These plans should

appropriately balance preparedness and protection (e.g. defence-in-
depth strategies) with response and recovery capabilities



Mapping of the implementation categories to the board principles

The table below illustrates the mapping of the implementation categories to the Cyber Resilience in the

Electricity Ecosystem: Principles and Guidance for Boards.

# Implementation category Associated board principles for cyber resilience

Oversight of enterprise cyber risk  P1 — Responsibility for cyber resilience

and resilience

P2 — Command of the subject

2 Organizational governance P3 — Accountable officer

EL1 - Cyber-resilience governance

EL2 - Resilience by design

3 Risk management P4 — Integration of cyber resilience

P5 — Risk appetite

P6 — Risk assessment and reporting

EL3 - Going beyond compliance

EL4 — Systemic risk assessment and prioritization

4 Systemic cyber resilience P1 — Responsibility for cyber resilience

P2 — Command of the subject

EL5 — Corporate responsibility for cyber resilience

5 Resilience plans P7 — Resilience plans

EL7 — Ecosystem-wide cyber-resilience plans

6 Review of organizational and P9 — Review

board performance

P10 — Effectiveness

7 Community collaboration and P8 — Community

interdependence

Cyber-resilience dashboard

The following image depicts an illustrative
example of how a high-level dashboard can be
created by a cyber-resilience officer to present
and communicate cyber-resilience key messages
and actions to the board of directors.

The board of directors must support systemic
cyber resilience by establishing a secure
business foundation enabled by the latest
technology advancements, skilled people

and efficient processes. Hence, the illustrative
dashboard in this example contains three simple
indicators to show the state of cyber-resilience
security across those three domains (people,
process and technology) aligned with the seven
implementation categories:

EL6 — Ecosystem-wide collaboration

The “security culture” indicator represents
the status of cyber resilience in terms of
people, i.e. the organization’s employees’
cybersecurity awareness and skKills.

The “critical asset security” indicator shows

the cyber-resilience status of the technology

landscape across the company and its
overarching ecosystem.

The “security roadmap spend” indicator
illustrates the cyber-resilience “processes”
status, in terms of progress on overall
strategic and tactical cyber-resilience
roadmap spend, plans and objectives/
milestones met accordingly. (The “industry
target” is calculated based on the
organization’s revenue, using the following
baseline: IT Investment = x% of revenue,
security investment = x% of IT investment.)

Cyber Resilience in the Electricity Ecosystem
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Sample cyber-resilience officer executive dashboard
High level state of cyber resilience

Indicators show the state of
cyber-resilience security across
people, process and technology
domains within the company

SECURITY CULTURE

80% of employees pass on phishing test

Indicators show the
cyber state of key
asses and industry
comparison

dustry
_average

O

CRITICAL ASSET SECURITY

External audit reports that 45% of critical
assets have critical or high vulnerabilities

LThe list under each indicator shows key actions and related latest progress/results ‘

Security culture

Employee security awareness

A

Critical asset security

>

Average response time for

training completed — 65% pass () critical incidents improved by ()
(down 5%) 10% this quarter
80% phishing tests correctly Two critical systems fail over

L o o mechanisms that did not function [ ]
detected —improvement of 20% within failover time limit during testing
Security design review process " -
has led to 20% improvement in () gﬁocggfilcﬁset Vel [ )
penetration testing results

. - 90% penetration test coverage

Weekly security briefings started @ - shows 10 critical vulnerabilities @

for all IT/OT security personnel (reduction of 15%)

Implementation categories covered: Implementation categories covered:

3. Risk management
4. Systemic cyber resilience
5. Resilience plans

2. Organizational governance

Systemic cyber resilience

Resilience plans

Review of organization and

board performance

7. Community collaboration
and interdependence

4.
5.
6.
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Indicators show
how cybersecurity
roadmap and
objectives are
being executed

$XX M
Planned spend
until end of YYYY

$XX M
Spend
to date

$XX M
Industry
average

SECURITY ROADMAP SPEND
Review of budget allocation for security
roadmap execution urgently required

Security roadmap

v

Only 60% of planned resources
available to execute cyber-
resilience roadmap (actual vs. plan)

Network segregation

implementation and testing two o
months behind target

Disaster Recovery Plan ®
Phase 2 completed

Risk analysis completed on 75%

of critical assets (on target to [ )

complete next quarter)

Implementation categories covered:

1.

DO~ WN

Oversight of enterprise cyber risk
and resilience

. Organizational governance
. Risk management

. Systemic cyber resilience

. Resilience plans

. Review of organization and

board performance

. Community collaboration

and interdependence
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